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Preface

As currently designed and flown, spacecraft need considerable maintenance to perform
their missions. Mission readiness is jeopurdized. however. because the ground support that
provides the maintenance 1s vulnerable to both hostile action and operator errors. To
address this, the Jet Propulsion Laboratory (JPL). Calitornia Institute of Technology . was
commussioned in March 1980 by the Air Foree Office of Scientific Research to lead a
study ot autonomous spacecratt mainienance (ASM). ASM is u spacecratt design that
oletates hardware and software fatlures and design faults, while requiring minimum
ground contact 1o pertorm the mission. The study group. composed of experts from
industry . academis, and NASA. was to 1dentity critical issues related to ASM technology
develvpment and detail the intusion of this technology into future Air Foree spacecralt
systems. To facilitate this. three subgroups were formed: the Spacecratt System Tech-
nolugy Working Group, composed of spacecraft system specialists from various spacecraft
suppliers. the Fault-Tolerant Technology Working Group. composed of specialists 1n
tault-tolerant computer technology from academic and independent research institutions.
and the Academic Assessment Committee. comprised of leading researchers from academic
and independent research imstinutions.

These groups were broughit tovethier in g series of three workshops held at JPL m May,
July. und August 1980, under the guidance ol the Study Planning Committee. The
spacecratt systems and fault-tolerant working group members presented their organiza-
tony” current capatilities mospacecraft and fault-tolerant computers. respectively. trom
which a state-of-the-at techmcal data base was established. A set of conceptual design
requirements was then develeped. detatling what an ASM spacecratt must do. Thus,
knowing on one hand the capabilities ot current spacecratt. and. on the other. the require-
ments tor ASM. the working groups began a search for the optimum plan tor the integra-
tion of ASM into spacecratt.

The maor product ¢ the Spacecraft System Technology Warking Group was the
Implementanion Plan, which details the group’s recominended approuch for incorporating
ASHD capabthities into operational spacecratt by 1989, The Fault-Tolerant Technology
Worimge Group and the Academic Assessment Committee together established the
Researe! Agenda. which outlmes busic rescarch activities required to fill technological
waps.

1t 15 hoped that the matnial presented here will provide guidance tor the evolution
ol tuture spacecrutt systems The study participants believe that the interaction between
the working groups has been syiergntic, and has contributed 1o an increased awareness
ot potential technology capabilities.
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Abstract

gkl o ey o ool

. This report outlines a plan to incorporate autonomous spacecralt maintenance (ASM)
capabilities into Air Force spacecraft by 1989. These capabilities include the successtul
operation of the spacecraft without ground-operator intervention for extended periods of
time. Autonomous maintenance requires extensive use of onboard fault detection. isola-
tion, and recovery mechanisms integrated into the spacecratt within a hierarchical archi-
tecture. These mechanisms. along with a fault-tolerant data processing system (including a
nonvolatile backup memory) and an autonomous navigation capability. are needed to
replace the routine servicing that is presently pertormed by the ground system.

TR

As part of this study. the state-of-the-art fault-handling capabilities of various space-
craft and computers are described, and a set of conceptual design requirements needed
to achieve ASM are established. From these two inputs. an implementation plan describ-
ing near-term technology development needed for an ASM proof-of-concept demonstra-
tion by 1985, and a research agenda addressing long-runge academic research for an
advanced ASM system of the 1990s, are established.
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Executive Summary

I. Introduction

Spavecratt are presently
around-control operations center for routine maintenance and

designed to interact with the

tor tault dizgnosis and recontiguration in the event of onboard
problems, During periods ot contlict. however. the control
operations center iy valdnerable to hostite action To continue
operation during these periods, spacecratt must be capable of
autonomuously pertorming predetermined ground functions: this
o accomplished by autonomone spacearatt mamtenance
CASM) ASM muaintains the spacecrat b a state ol readiness by
providing spacectatt destgns thar reguire ne eround contact
miciaction for onboard detection. solatiop . and ecoveny
Broire faalies o1 1o toutme operations sucl as power nuangyes

ment

The study group was commivoned to determmime a way 1o
meerporate ASM nto spacearatt Todo this they it made
state-ct-the-nt technology assessmient o1 curent spaceciatl
syatenns and then determued sonne general requiements 1o
an ASM spacecratt Brom this they developed the Tmple-
mentation Pln that heds to the e poration of ASM mto
operattonal spacecratt by T8O dncluded i this was an
idenutication o the necded technologies to 1) mimediate
gaps. Tooaddress Jonger-ferm technofogy tsues 1o se i a
second-vene o ASM spacearatt of the 19905 the study

vroup alas devefoped the Rescarch Avenda

il. State-of-the-Art Technology

The members of the workinye groups presented examples of

faudt-tolerant  computier  svstems,

ctinent

spacecraft and

desenibing then fault-handling charactensues. Examples of the
spacectatt presented were. FLTSATCOM and LEASAT (com-
munications), Global Positionmg System tnavigatton), Detense
Meteorologeal Sateliiie: Program tmeteorofogical). NASA™
Multmission Modular Spacectatt Gonultimissiony, and Vovager
(planetany explotationt. Although cach ot these spacecrant
pertorm some tunctions autonomombhy nane s capable o
tully autonamotis operation. mamds becatise this capabilin
tegquired ot speaihied The taubtoleram
computers descithbed were Faalt-Tolerant Spacebore Com-
puter and Bulding Block Fanli-Tolerant Computer (space-

bomer. Comemp, Coer®oand Comp teommeraab). and Sottwae

has never been

Taplemented FanltToicrance and - Fanlt-Tolerant Mulupro-
cessor Geothmiercial aviation ), OF the tauli-tolerant computers
presented. none scoperational vetoand only the Fanlt-Tolerant
Buthding Block  Fault-Toleram

Computer will be apphcable to spacecratt ssatems The others,

Spacehore Camputer and

howesers pravded exampies of desin methodologies and

techiigues that may be applicable 1o spacebhonie computerns

Fach o the spacecratt that was presented wequured mterac-
ttog with the groand svstem or o] operations manaye-
mentoas wellas tault diagnosis and econvery Thisanteraction
was needed Tor such things as power mangement, househeep-
e navigmtion correchions, and  any abnormalities that
occaned. Hinmg the spacecrattiely on the control operations
center nuhes the overadl apace svatem as vulnerable as the

down time”

control aperanons conter. It also creates o long
wherever o fanlt occms, because the tault must he diagnosed
and ocecontiguration commands must be developed by the
s vulnerabihty and down time
routine

conttol Cpetations center

can be reduced by shitung the management of




operations and  fautt handling 1rom the ground o the
spacecralt (i the spaceciall performs them autonomously ).

Thus, the need for ASM s recopgnized: turthermore. the
study group believes that the technology avilable in today's
spacecratt svstems is o good  toundation friom which 1o
pmcccd to ASM.

ill. The ASM-Enhanced System

The impact of ASM on tuture Air Foree spacecratt is based
upon an analysis ot the cutient system’™s ability to meet the
candidate design requirements formulated by the study group.
In summary. these ASM conceptual design requitements are.

(1) The ASM spacecraft shall operate without ground
intervention for up to 60 dass with no pertormance
degradation. and up to 6 months with degraded. but
acceptable. pertormance. (The actual perods of auto-
nomy may vary with different misvon applications:
however, the participants felt that these were worth-
while gouls tor this study )

(20 ASM shafl not reduce the spacectalts” perforiance ot
design litetime.

(3} The ground segment shall always be able to overnde
ASM actions and interrogate the spacecraft for fault-
management data Caudit tails)y,

Satistyving these design requirements unplies the movement
of outine nmaintenance  and  operations from the ground
segment to the space segment. The control operations centel
will assuwime @ supervisony role, potentially less complex while
the space segment will become more complex. The resulting
henefits ot ASM would then include: (1) reduced system
vulnerabihity because the spacecratt s no longer dependent
upon  the control operations center and (2) faster recovety
from tatlures (seconds mstead of hours or possibly duy s,

The impact off ASM on spacecratt destgn s expected o he
cvolutionany . Traditional subsvstemis e expected 1o be
duginented byotwo new subsvatens o taulttolerant data
processing subsystent with nonvolatile back-up memony Cand
an gutonomous navigdtion subsystem.

The system architectuie woexpected to possess 4 lavered”
tault-protection scheme, enabhing fault contamment at the
fowest possible Tesel to mimmuze subsvstem mtecdependencies.
In this scheme indimvadoal subsystems. under syatem control,
will be requied o disgnose Tocal tarlures and tike cotrective
action The system will be yequired 1o diagnose and conrect
ambiguons Talures withim the subssstem intertaces and ASM
mechanisms themselves, as well s to udicioushy allociste the

Systenm resourees

===y

IV. Implementation Plan

Fhe Implementation Plan focuses on new-term industrial
technology development and. most importantly. the carliest
pussible system-evel proof-of-concept demonstration (1985)
to support a 1989 fyunch. The plan stresses delivery of
“product™ in a steady strcam from subsystems to & complete
system for the System Program Oftices’ consideration and
introduction into Night programs.

As shown i Fig. 1. the Implementation Plan consists ol
tour major tasks, These are: (1) redesign of existing subsys-
tems 1o characterice and  demonstrate ASM - capabilities:
2y design. develop. and test an ASM system demonstration
breadboard to show that ASM 1s 4 viable conceptz (3) perform
applications research required o develop an autonomous
nivigation capability and a fuult-tolerant data processing
capability: 1o il exasting technology gaps: and (4 hasic
research needed 1o develop a second-generation ASM sy stem
for the 1990 A section of this report, “Research Agenda.”
claborates upon Task 4.

A budpetary resource estimate for the proposed ASM
program is S30.4M (FYRO dollars) over five vears. For several
reasons, this figure should be considered only an estimate.
First. the cost of developing the new technology is not well
known. Second. a specific mission application has not been
assumed. and so candidate spacecraft could not be assumed.
Finally . substannating data was not provided by the industrial
participants. For these reasons, @ more definitive cost study
should be pertormed in the initial phase of the activity.

V. Research Agenda

The Researeh Agenda proposes basic research that s a
synergntie part ol the ASM program. Future ASM devefop:
ment activities e focused on Hive areast (DY very-lrgescale
mtegration (VESH technology . which anchudes seli-testing
VISEand on-clup redundaney (21 sssten architectuie, which
addresses spacecratt organizational isues, architectural devel-
opments, and advanced system studies: (3) sottware tault-
tolerance. consisting of system partitioning and intertace
definition. selt-checking thght software, and fault-tolerant
software: () modehng and analvsis, comprised of expeni-
mental testimg, statstical modelmg, and tunctional desenip-
ton. modehng, and vertfication: and (3) supporting develop-
ments necded 1o tormulate an ASM data hase.and 1o bald an
ASM spacecraft laboratory.

VI. Conclusions and Recommendations

The tallowmg conclusions and recommendiation are those
ot the study group participants, resulting from analysis ot the
materigd developed duting the workshops.




A. Conclusions

navigation capability to enable independence of
routine ground operations.

(DY ASM. tully aaplemented would reduce space system . .
o b Pt 2) (7) ASM would be a phased program; spacecratt would
vulnerabibity by ehimnating spacecratt dependence on .
: nat instuntly become totally autonomous. The pace
the control operations center torup to o months at a A
of ASM development would depend on the resources.,
thne .
technology. and chosen program applications that are
. available. A« 2 ¢ itme SM by
£20 The ASM capabiliny need not impose operational con- tvail ”'ml‘ A strong corporale U)_m””“n:m 1o ASM by
. iR i S AR LN W d W HENeS W Y
Steaints on the systen aser, 1o arast he Uransparent the \lll m““\dl““"“ “‘l;h.d i y]";\ ¥ industry ‘l\“
‘ ‘ > required 1
to the user JHHINE DOHNG sVt vperationy ssimikate - ASM.would e fequitred toom the ASM
suceesstul.

131 ASM woubirequire w Ciange in the conduct of opera- (%) Contidence in ASM must be mstifled by creation ot
tony and control trom dependence onw man i the a systematic modeling. analysis, and demonstiation
foop to dependence on machines for fault handling program.
and routine mamtenance operations., )

(V) Although considerable technology developments are
. . . 3 ONC T > 11 st vt aa kL

(4 ASM would incresse the spacecratt complenity IILLLSSJI_V'. noe ruqubnunuin.l tor technology break
theretore. new methods tor specitying, testing, and troughs huve been idennfied.
vahidating ASM-enhanced spacecratt are needed. (10} 1In the opon of the study groap, ASM 1y a viable

convept.

(3) A more effective mieans ot trunsiciring technology
trom research to applications programs would be .

S B. Recommendation
required so that spacectatt poblems could be solved
with the latest wwaluble technology. The study grioup recommends dhat the ASM reseaich and
technology  development activities. as outhned in the Imple-

(6 New technology developments would be gequired: mentation Plan and Research Agenda sections o1 this report,
needed are a high!s rehabie tanletolerart data pro- he mituted s soon as possible. This would enable the eartiest
cessing svstem with nonvolatile backuy memory to possthle spacecraft svstemelevel proof-of-concept demonstry-
enahie autonomous maintenance, and an cutonomous tion ot ASM.
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Introduction

Currently. when certain critical failure states are detected.
spacecratt usually enter a “sate-hold” mode: in this mode.
operations are suspended and ground mtervention in the torm
ut reconfiguration commuands s required 10 restore normil
opetations. Spacecraft are ibo not presently designed to auton-
omously recover trom design faults. software tailures. or
changing environmental conditions.

Autonomous spacecratt maintenance is characterized by:

t1) Spacecraft design that tolerates hardware and software
failures and design faults.

(2) Spacecratt design that requires  tor extended periods
of tume  virtually no ground contact/interaction for
onboard detection. isolation. and recovery of faults, or
routine maintenance functions.

For the most part, such capabilities have been beyond the
state of the art of spacecratt systems, This study group hus
been commissioned by the Air Foree to address these issues,
and to detail @ plan leading to the incorporation of ASM into
operational spacecratt by 1989,

I. Current Space Systems

The space system is compaosed ot the space segment and
the ground segment., as illustrated in Fig. 2. For this study. the

space  segment consists of only the spacecraft, while the
ground segment consists ot three separate entities: data
processing stations, communications centers. and a control’
operations center. The data processing stations and the com-
munications centers may be numerous and are payload-data
users only. whereas the contol/operations center iy nonre-
dundant and is responsible for the overall management of the
spuacecratt,

il. Definition of the Probiem

It can be seen that the loss of any single data processing
station or communications center will not jeopardize the space
segment: on the other hand. the loss ot the control/operations
center may eventually render the entire space sy stem ineftee-
tive. The dependence of the spacecratt on the control opery-
tions center and the vulnerahility of the center to hosule
action and operator error are the concerns of this study

lll. Scope of the Study

Spacecratt autonomy mvolves several elements: gutono.
MOUS SPACCCTatt MAMENENCe, aUtoNomMos NMIsSion sequending
and controllautonomons navigation. and autonomous pay load

data processing. To have o completely autonomous spaceciaft,

Al of these elements would have 1o be ncluded. This study,
however, was 1o address only the spacecraft mamtenance




(spacecraft “health and wellure™) aspect of avtonomy. This (3) An implementation plan leading to the demonstration

includes the maintenance ol satisfactory system performance of ASM concepts.

in the presence of internal faults, and the movement of routine

maintenance functions from the ground station to the space- (4) Research areas applicable 1o ASM.

craft. It is assumed that other stadies will address the other

elements of autonomy. With this assumption in mind. the (5) A basic resemch agenda that supports the development
following topics were addressed: of ASM.

1) The state of the art of ASM in spacecraft design. :
) ‘ pacec M These topics and their key results are discussed in the sections

(2) An ASM design methodology. that tollow.
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Fig. 2. The space system




State-of-the-Art Technology

The members of the Spacecratt System Technology and
Fault-Tolerant Technology Working Groups presented descrip-
tons ot the fatit-handling characteristics ot existing spacecraft
and tunlt-tolerant computer systems. These were representa-
tive ot successtul svstems designed to operate within speatic
cnvironments the spacecraft systems for the space environ-
ment, and the computer systems (to date) within laboraton
4 summary of the current
capabilities ot and tault-tolerant
svstems s given, tollowed by an assessment of their relevance
1o ASM.

envitomments. In this secton,

the spacecratt computer

l. Spacecraft

A Foree satellites can be cateporized mto four mission

classes. communications, meteorological, and

surveiltance. Duning the workshops, satellites trom cach ot the

navigation.

classes except survelllance were presented. Because sivedlance
saicllites were classified. no detailed intormation was soharted
Additionally . presenitations were given descnbing some o) the
planetary exploration spacecraft.

The members of the Spacecratt System Technology Work-
g Group were chosen because of their expertise 1n the

subject tield und because of their atfiliated organization’s
experience ds uosupplier of Air Force spacecratt for one ot
more of the mission classes. Each member descnbed examples
of curtent  spacecratt. explomng its design methodology
relating 1o fuolt handhing. Numerous svstems and subsystems
were descrthed by the parnapants the systems presented i

this secnon e examyples only . aepresenung the difterent
mission classes T s not being suggested that these spacecratt
are Jeading candidates tor then mission application. Such an
not a part ot the study. The tault-handhng

charactenstics of the teilowine spacecratt will be described
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A. Example Spacecraft

1. Communications spacecraft. FLTSATCOM is a 3-axis
stabilized, 23-channel communications satellite. It flies in a
geosynchronous orbit and has a S-year design life. Four of
these spacecraft are operational; the first was launched on Feb-
ruary 9, 1978, lIts fault-handling characteristics are given in
Table 1.

Table 1. FLTSATCOM fault-handling characteristics

Fault-tolerant

. Description
attribute P
Reliability achieved by redundant components
Cross-strapping
Onbouard switching to “sate-hold™ mode
Onboard

Undervoltage detection resulting in automatic
hardware !

load shed
Buttery cell monitor and switching
Command receiver toggle

Onboard Nuone

software

Allow ground intervention tor taluse analy sis
Ground and switching
assisted Redundancy management on vround

Ground override capability

LEASAT 15 a spin-stabilized geosynchronous communi-
cations satellite  designated as a functional follow-on to
FLTSATCOM. with a design life of 10 years. Four satellites
will be shuttle-launched beginning in 1984, These satellites’
fault-handling characteristics are given in Table 2.

Table 2. LEASAT tauit-handling characteristics

fault-toleram
Description

attribute
Automatic transter to rate-hold mode in event of
loss vt sensor
Automatically activates redundant control
clectronics/maotor driver and motaor in event
(nbourd ut Joss ol despin control
hardware No sighe-point 1iilures in thruster opetations
Automatic fault detection and ground alerting
Redundant elements to unit evel
Receiver time out
Watch dog timers
Onboard
i None
software
Allow ground intervention tor tabure analy s
. and switching
Ground ¥

Redundant swatching Yor battery charge rates and
battery reconditionming
Redundancy management on pround

assinted

2. Navigation spacecraft. The Global Positioning System
(GPS) satellite is a 3-axis stabilized, semisynchronous (12-hour
orbit) navigation satellite. It will enable a user to accurately
determine his position, velocity, and time. When fully opera-
tional, there will be 18 satellites on orbit. To date six have
been launched. the first on February 22, 1977. Each satellite is
designed for a mean mission duration of 5 years: the fault-
handling characteristics are given in Table 3.

Table 3. Global Positioning System fauit- handling characteristics

[rault-tolerant
attribute

Deseniption

I-ull redundancy except where impractical
{e.g., structure)
Multiple redundancy in critical subassemblies
(¢.g.. triply redundant atomic clocks)
Automatic detection and isolation
Electrical shorts, attitude ioss handled by
load shedding
Jet runaway hundled by watchdog logic
Automatic detection and correction at unit level
for system performance degradation tailures
Farth sensor
Control Electronics Assembly power supplies
Masking of solar array system performance
degradation failures
Automatic Sun reacquisition trom eclipse

Onboard
hardware

R No spacecraft bus software
software P a

Allow ground intervention for tailure analysis and
switching

Redundancy management on ground

Battery reconditioning

Routine health and status monitoring

Lphemeris and time update

Magnetic momentum dump

Ground
assisted

3. Meteorological spacecraft. Defense Meteorological Satel-
lite Program (DMSP) Block 5D spacecraft are 3-axis stabilized
and operate in a Sun-synchronous polar orbit at 830 km
(450 nmi). The Block 5D spacecratt have a 2-year design life:
the first was launched September 11.1976. The fault-handling
characteristics of these satellites are given in Table 4.

4. Multimission spacecraft. The Multimission Modular
Spacecraft is 3-axis stabilized and can be used for various
mission classes. It can be used in orbital altitudes from low-
Earth to geosynchronous. The first launch was February 14,
1980. It has a 2-year mission lifetime. and is capable of heing
resupplied by the shuttle. Its fault-handling characteristics
are given in Table 5.




Tabie 4. Defense Meteorological Satellite Program

fault-handling characteristics
Fault-tolerant .
Attribute Descniption
Hardware watchdog timer requires peniodic
response, protects against loss ot power and
clock op system lock-up
Hardware testing ot panty | illegal instructions,
Onboard an memory addresses (computer
hardware selt-tests) . .
Physical and functional redundancy in
subsystems
Hardware detectionsswitching in power
subsystem
Redundant central processing units
Protecuive software in power subsystem
Solar array drtve control
Battery state of change. low voltaye,
temperature checks
Onboard Load shedding in ever ¢ of tault
software Softwure response to ¢ ors fested in @ above
Spare memory with spectal software packages
tu antivipate recovery atter memory tatlures
Detection; switching in subsystems other than
power
Allow ground mtervention tor fifure anals sis
and switching
Ground Spectat onboard processar [est. memogy
assisted patterns, Jagnosie instruc g o

Reprogram computers

attnibute

Onboard

hardware

Onboand
sottwaate

Groynd

asaned

Table 5. Multimission Modular Spacecraft
tault-handling characteristics

Fuult-tolerant

Description

Block redundancy

No credible single-point faifures in space-
ciatt bus

Computer tailuse detections (watchdog
timersy e the attitude control, commu-
mcations, and power modules: recontig-
ures spacecradt to power sate Sun-pornting
mode using analog backup svstem

Undervoltage detection and safing

Battery state-ut-charge culculations

Compuler self-lest

Spacecratt oft-pomnng detection and sating

Tefemetrs data quality chivcks

fnternal vabidity checks for gtutude deter-
nunation and control software

Monttor health and sajety of predatermined
paytoad mstruments with onboard
safing adtions

Mo vround arrepventeon tor Laiture analky sis
and switching

Power regulator tatlure detection and
enfrectne adtion

Redundaney management on ground

Data trend analysis

Table 6. Voyager fault-handling characteristics

Fault-tolerant

S. Planetary exploration spacecraft. The 1w 3axis stabsl-
ized Vovager spacecraft. faunched August 20 and September S,
1977 are designed to explore the planets Jupiter and Satum
Each spacecratt was designed for a $veur nussion lifetime,
although each has enoush expendables for possible extended
missions. Table 6 lists Vovager's tault-handling characteristics

B. Fault-Handling Design Features Of Spacecraft

Several observations can be made from the tault-handling
churacteristics ot the spacecratt presented. The spacecraft
tvpically employ block and tunctional redundancy for high
reluhaliny . as well as watchdog timers, crosssstrapping. and
sswatchine networks tor tault protection and selt-presersation
In weneral. there are no credible single-pomt fwlures. The
eround-assisted features mclude such capahilities as ephemers
anid nme updates. trend analysis. and nussion recontipunation
Redundancy management s done mostly on the ground. and
i all cases the ground has an override capabiliny

Block  redundancy employs complete, denucal, exura
components that can tuke over in the event ot & component

atrnbute

Onbaa-d

hardw g

Onboord
Coriw e

Ground
assisted

Desenption

Ohvertempergture protection tor pavioad
mstruments

Nospmticant single-point failures

Blook ynd tunctional redundancy

Compurer selt-test

Noavaple memory 1or Compoter Command
Subsstem and Attiude and Articulanon
Contiol Subswatem

Undervaltive protection

Parety and code checks

Restares command hink

Switches processors

Switches power elements

Switches Sunestar sensors

Switches thrusters/plumbing
Reprogrammabhle

Fyent nmimg and event counting

Retry tor some data transmssion erron
Biock panty vatidation of command

wquenees

Switching of redundant components with
noncatastrophic tatture modes

Alternate operating modes

Frend analy sis and calibrations

——
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failure. There are several levels at which block redundancy can
be applied. In ascending order these are the element, tunc-
tional unit, functional string, subsystem, and system levels.

Functional redundancy. on the other hand. does not
employ identical components. but instead performs nearly the
same functions using alternate system or subsystem configura-
tions, typically controlled  from  the ground. Functional
redundancy has an advantage over block redundancy in that it
helps avoid systematic design errors: however, it generully
does not possess equal performance capability.

In the event ot a tailure, the operating philosophy tor the
spacecratt systems has been to rely on ground interaction to
restore successtul operations. This has given rise to the safe-
hold mode in which the spacecraft is autonomously switched
to a benign state until ground interactions restore operation.
The yround action tvpicallv involves fault detechion throngh
analysis. comnunded switching o isolate the detective ele-
ment. and finally recovery procedures thiough recontigurgtion
of available resources.

C. Current Design Methodologies

Methodologies have been detined to include procurement
management policies and design development provedures. The
procurement; management policies stiucture the development
process tough the use of tormadized management 1epoits.,
desian reviews, and andits. Destgn, developmeni proceduies
reier o the collective set of design 1ools and test and valida-
non procedures that are employed during the development

Process.

Deaan tools are employed o evaluate the adequacy ot a
proposad desien prion to g commirment Tor tabncation. Such
tools nciade stmuolanion, cmulation. and rehabilite analysis
rechmaues (detined by MIT-HDBR- 1 7). Testing procedires
stiive to show thut the spacecratt operates per the design
intent they should wdentity taudty components and ettors in
manutactunng. Vabidation programs. on the other hand. suive
to aasire the agreemenit ot the svstem realization with the
syatem specification. This inchudes validation ot pertonmance.
reliability - and environmental requirements

il. Fault-Tolerant Computing

An assewstitent of the state o the art i fault-tolerant
computing was undertshen as part ol the ASM study for two
important reasens. Finstot s o tedhinology that has been under
investigation tor over twenty years, and that has resulted m
the development of several autonomously mantained systems
(e.g selt-reparing computer systems). Second. it appears that

onboard fault-toferant computers will be required to act as the
automated repatrman tor ASM spacecraft.

A number of pault-tolerant computers have already been
constructed und used. The largest application s an telephone
switching systems. Most modern switching offices are autono-
mously maintaned systems. The tesident computer s capable
of detecung taults within itselt and m surrounding equipment.
replacing the fuuly equipment. and continuimg normal service
(Ret” Th Computers with varving  degrees o autonomous
selt-repanr have been used m other commeraal application,
Examples are the Plunbuos Multipr cessor for conimunications
systems, and the Tandem Compuier Systems otten used 1o
tinancial transacuons (Ret. 20 1n gerospace systenms. examples
of fault-tolerant computng can be tound o commerial
atiplanes. the Space Shunile. and 1 the Satum V opungance
computer (Ref. 3). Thus there exnts a large body of desien
experience v the development of tauli-tolerant (1o . autino
wously selt-mamtamed) computing svstems for g vanety o
apphications.

Although two breadboard svstems have been constructed
and tested. and o thind is under gevelopment, taude-toleratit
computing has not been used on current spacecratt. Tw o goals
of the Fault Tolerant Technoloey Workmg Group were to
provide a state-of-the-urt gssessment of tault-tolerant comput
g to the spacecratt svstems technolozists, and 1o evaluare
problems and prospects for emploving tault-tolerant comput
ing i spacecratt ight svstems. kach member ot the woukimg
group 15 acthively mvolved i the development of a state-ot-the-
arl, tault-tolerant compuuing systen, and cach made piesenty-
tions on thelr systems.,

Seven tault-tolerant compating svstems were presented.
They ate catagorized mto three groups: (1) onbourd spucecratt
computers, ‘21 gvionics computers, and (3 commercial
comptiters,

A. Onboard Spacecraft Computers

Two computer systems were presented, the Fault-Tolerant
Spaceborne Computer and the Building Block Faulr-Tolerant
Computer.

1. Fault-Tolerant Spaceborne Computer. The Fuult
Tolerant Spacebarne Computer is & general-purpose computer,
designed to Air Force specifications of high throughpuot and 4
OS7 probahility of surviving (unattended and without degra-
dation of pertormance) for 5 to 7 vears. This machmne is cap-
able of self-reconfiguration and 1esumption of computations
tollowing internal component faifures, power transients. and
radiation events,
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The Fault-Tolerant Spaceborne Computer is in an advanced
state of development, A laboratory breadboard has been
constructed and the fault-tolerance features verified by exper-
imental testing (e.g.. insertion of faults and verifying proper
recovery). The machine is based on complementary metal-
oxide semiconducted silicon on sapphire LSI technology. It
is not available for flight use due to an inability to obtain
radiation-hardened (1000 gate/chip) integrated circuits
{Ret. 4).

2. Building Block Fault-Tolerant Computer. The Building
Block Fault-Tolerant Computer is a tault-tolerant distributed
computer system architecture. It is aimed at spacecraft systems
that employ a large number of microcomputers embedded in
vanious subsystems. and is an outgrowth of the Unmifted Data
Svstem architecture developed at JPL (Ref. 5). This architec-
ture uses a small set of standard building block circuits that
allow existing microprocessors and memories to he connected
tozether into tault-tolerant disttibuted computer systems. The
bunding blocks connect the central processimg unit and the
random access memiory o form selfchecking computer
maduls that can detect thenr own anternal taubts during
vormal operation. The  selt-checkime computer modules
contamn mtertaces to g set ot redundunt intercommunication
buses and can be connected into 4 network i which spare
computers are employved tor tault recovery.

A hreadbourd of the Butlding Block Fauit-Tolerant Com-
pute v currentdy heme developed, and 1t iy expected that 1t
with e completed and ventied i tON2) Flight availability wili
reguire the subsequent development ot two VST and four LSI
mtegrated cieawts s and waill ke an additonal two or thiee
vears. The problem o bty radiation hard parts s com-
muon to both the fault- Tolerant Spacebore Computer and the
Butlding Blook Faubi-Talerant Computer prograims

8. Fault-Tolerant Avionics Computers

Iwe avienios compuiers were presented These sachines
fave been deveioped by NASA tor conirol ot tuture tuel-
ettivient wircratt that ot be dynamncally unstable. Fxtiemels
bugh rebability s reqaued since Tives may depend on vorrect
computer operatior This g rehability ot 0 999999999 1
regrired tor evens Tadioar theht rssion These avionies
Compiteis gre not directh apphoable to spaceciatt. Wetht

power and volume vreatly v eed whiat can he sapported by a

spectalt They are abse designed o allow Buman mamten-
atice tter oevery i0doar theht when the plane s on the
cronrd wcondition not expenienced by spacedratt

The two aviomos computers are desipnated Fault-Tolerant
Multiprocessor and Sottware tmplemented Fault Tolesance.
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Both have been developed as breadboard systems and are
currently under test. Though not immediately applicable to
spacecraft, many of the techniques and insights developed in
their design will be applicable to long-term research into future
ASM systems. These machines are summarized below.

1. Fault-Tolerant Multiprocessor. The Fault-Toleram
Multiprocessor is intended for nuse as one of at least two
central computers in a redundant distributed digital system
designed to serve as @ highly survivable avionics system. The
design iy based on independent processor-cache memory
modules and common memory modules that communicate via
redundant serial buses. All information processing and trans-
mission is conducted in triplicate so that local voters in cach
module can correct errors. Modules can be retired and;or
reassigned in any contfiguration. Reconfiguration is carried out
routinely trom second to second to search for latent faulis in
the voting und reconfiguration elements. Job assignments
are Wl made on a tloating bosis. so that any processor tiiad is
eligible to execute any jub step. The core software in the
Fault-Tolerant Muluprocessor will handle all tault detection.
diggnosis. and recovery in such a way that applications pro-
grams do not need 1o be mvolved (Ret. 0).

2. Software Implemented Fault Tolerance. Software Imple-
mented Fauit Tolerunce is an  ultrareliuble computer for
criticar aneratt control appli~ations that achieves fault toler-
ance by the rephication of tasks among processing units. The
main processing units are oft-the-shelt minicomputers. Fault
bolation s achieved by using an individually -buftered. serial
data imk between cuch processor pair for all processors. Error
detection and analysis and system reconfiguration are per-
tormed by sottware. Tterative tasks are redundantly executed.
and the results ot each iteration are voted upon betore bony
ined. Thus, any single flure in g processing umt or bus
can be tolerated with triphication or quintuplication of tasks.
and subsequent fallures can be tolerated alter recontiguiytion.
The Sottware Implemented Fault Tolerance software is highhy
structured and s formally specitied using the SRE-developed
SPECTAL fanguage (Ret. 7).

C. Fault-Tolerant Commercial Computers

Ihree tault-tolerint computing projects at Carnegle Mellon
University were presented. These systems use DEC nunicon-
puters and are aimmed at commercal applications. Though not
duectly apphicable 1o spacecraft systems. some of the msights
gamed i thew desipn are applicable 1o ASM research, These
machines. desienated Cmmp, Cm*0and Covmp, wie summan -
17¢d below.

I. C.mmp, a multiminiprocessor. C.ammp is a canonical
multiprocessor system with 4 16 X 16 crosspomt switch. Up to

——ncrar
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1o DEC PDP-11/40 processors may be connected 1o the
processor ports on the switch. The 16 memory ports provide
art address space in shared memory of 32 Mbytes. Any pro-
cessor can gecess any of the 16 memory ports for memory
aecesses. The entire set of processors may communicate via an
inrerprocessor bus that allows interprocessor interrupts at one
of four priority levels. continuously broadcasts a 60-bit
nonrepeating clock value, and allows any processor to HALT.
START. or CONTINUE any other processor (Ret. 84

2. Cm*, a modular multimicroprocessor. Cm* is a modular
multiprovessor system based on the LSI-H1 processor. Each
computer module is connected via an interface to an intelli-
gent chster controller. The clusters of computer modules cun
he interconnected via intercluster buses. Each computer mod-
nle can share memory with any other computer module in the
network  through routing tables in the cluster controller
(Ret. M.

3. Cvmp. a voted multiprocessor. C.ymp may best be
described o multuprocessor system capable of tuult-rolerant
operanion. I consists of three separate LS microcomputers.,
caet with 1t own memory and peripherals. They may run
mdependently oy three separate computers communicating
throueh parallel line units. or they may be switched mto what
i termed voting mode under manual or program contral to
torm u trphicated LSI-E L This form of tiple-modular redun-
Janoy ddlows the voted multiprocessor to contimue operating
ancder the spruation where any one out of three copies of any
siphicared element sufters o hard taluie (Rer &)

lil. State-of-the-Art Technology Assessment

Eoobie e tion i assesstnent wall beomade of the applic-
Al the rent spacerattognd taalt-tolerant compnter
techneaess o ASMenharced spacecratt Ingeneral desien
teatares e need to he ddded to the spaceciatt to aceomplish
the nese mnenons dictated by ASML The  procurement
maneement policies are constdered adeqguate tor ASML b
new cdesien toalss rehabiling techmqgues. and testovalidation

procedares wd B reauned

A. Spacecraft Technology Assessment

A onnlated s the goraduscon. ASM consists of space-
crate e the dolerare tobires and that require no ground
conte bmierecion toy estended pertods of time. The tollow-
iy assesspient of et tedhimology s ogven agaimst these

attribtes

1. Design features. In cach of the presentatons there were
weversl methods ot tault detection. nolation. and 1ecovery that

were common to all the spacecratt. The methods utilized in
the design und implementation have evolved in parallel with
the spacecraft requirements. As requirements for long life and
high reliability have become more stringent. specialized
functions have evolved, with satisfactory in-flight experience
serving as the basis for broad acceptance. Typical of the
specialized techniques employed by spacecraft to protect
against specific tault classes are: cross-strapping. voters, watch-
dog timers. parity checks, data coding, counters. and switching
networks. These fault-handling techniques pertain generally to
subsystems. At the system level, about all that is currently
done in a fault situation is to put the spacecraft in a safe-hold
mode to await ground-operator command. It is the inclusion
of onboard detection, isolation. and recovery mechanisms for
the purpuse of reducing sll ground interaction that is the
distinguishing characteristic of ASM.

a. Detection mechanisms. Present spacecraft design tech-
niques rely on parametric data telemetered to ground
operators for fault detection. Generally. faults are inferred
trom the nonreal-time analysis of such data. However. ASM
requires the timely detection of faults by either direct para-
metric measurement or incipient fault prediction using direct
measurement and onboard trend analysis techniques. Because
of mass and power constraints. measurement technology
becomes u leading technology driver. More extensive use of
watchdog timers. parity checks. error-coding schemes. und

counters i anticipated. Concerns about the integrity of

detection mechanisms. utilizing special test routines and-ot
additional detection mechanisms must also be resolved.

b Asolation mechanisms. Fxtremely high rehability swatch-
g techmques  dommate tault nolaton strategies. which
involve the gbiliiy to remove fanliy components from the
tault-free™ . fully operational

sistem prios 1o geestablishing a
contizuration. AU sue s the reliability of the switching
mecanisms themselves. Redunduns switching strategaes.
power contiol. and speaial rest routines (o ussess switch
mtentity durmg Litent intervals are reguined.

o Recovery mechantsms. Recovers mechannmys tend 1o
center upon ssues of pesodce manaeement aid techigues 1o
BrNImiZe system pertonmance subseguent to taults. As such,
they represent o system attnbute, whereas detection and
sobition mechansms are charactenzed as subsystem attributes.
A svstemidlevel view ot the avatlable spacectatt resources
will be needed, and so system trade-ort studies stiving 1o
MinImiIZe cost (Mmass. volme. power) and masinuze recosen
potential from faults are requited.

2. Spacecraft methodologies. In peneral, the procurement
manapement policies have bheen considered adequate by the
study participants. however. new design procedures are antici-

11

Y




o

P

Tty

T

pated. The following discussion focuses on the need for new
design tools and new test and validation procedures.

a. Design rools. Simulators and emulaiors will be required
to provide relative assessments of the design and to assist in
trade-off evaluations. Present reliability methods. however, as
defined by MIL-HDBK-217 may not be directly applicable to
ASM. Areas requiring turther study include:

(1) Software and firmware reliabiliny. The problem in-
creases with the complexity of the software. and total
project orientation is needed for success.

(2) Predictive methodology tor trunsient tailure anulysis.
Test data on commercial computer systems presented
during this study indicate that as many as 307 1o Q0%
ot reported fuilures result from transient taults.

h. Tesring. The present testing techniques have been shown
to be adequite tor current spacecratt. For an ASM spacecralt.
however. new testing methods may  be requited because
(1) testing of ASM functions must be done at each step in the
integration provess: (2) new onbouard capabilities may require
new test equipment: and (3) the possibility of ASM muasking a
tailure prior to launch must be detected.

o Validarion. A mgjor element of validaton. specitically
relevant to ASML s reliability validation. As noted a1 a NASA
conference on validation methods rescarch tor fault-tolerant
avionics and contiol systems (Ref. vy

<A tradittional approach to reliability validation i
the hfetesting method in which one  takes #
statistically idenuical copies ot the system under
test and termunates the test after r (I < r <. n)
svstems huve tailed. Using the accumulated time
on test, one can derive a1 point estimate and con-
tidence intervals tor the mean lite ot the system.
These statistical technigues also allow one to cul-
culite contidence intervads for svstem reliability
Yor any given mission time.”

" the number of systems required (o be put
under test increases monotonically with the reli-
ahility of the system being tested. Furthermore.,
the vahidation problem is compounded because the
cost of an individual copy o the system also
mcreases remarkably with its reliability

. Capplyiny traditional litetesting techniques
intplies unreasonably high validation costs.”

The conclusion ot the NASA workshop is that & new valida-
ton methodology is required tor tault-tolerant avionies and
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control systems. This conclusion is also appropriate for long-
lived. highly reliable spacecraft systems.

B. Fauit-Tolerant Computing Technology Assessment

The following conclusions summarize the state of the art
in fault-tolerant onbouard computers. and the applicability ot
extending the methodology of fault-tolerant computing 1o

ASM.

1. Machine availability. No tuult-tolerant computers are
currently available tor use on ASM spacecratt. The Au Force's
Fault-Tolerant Spaceborne Computer is the most viable candi-
date tor use moa {985 ASM demonstration. since it 1s the only
tault-tolerant onboard processor in an advanced state ot devel-
opment. A hreadboard has been constructed and verimed. The
major obstacle to its use is the development of low-powei.
radiation-hardened TSL This is an enubling technology tor all
advanced dignal svstems in USAF spacecratt and is beiny
treated as o problem ot high priority and urgency.

The Fault-Tolerant Spaceborne Computer may be huam-
pered. however, because it is implemented as a single um-
processor. 1t s expected that tuture spacecratt architectures
will tend toward & roliteration of small microcomputers
a variety ot control and pay load subsvstemis, Fault tolerance
will need 1o be distubuted  thioughout  these distributed
architectures (e specit! fault-detection hardware witl be
required incach small subsystem computer), and a hierarchy
of recovery mechanisms will be emploved., Theretore 1 i
mportant that tault-tolerant distnbuted computing sy stems
be developed tor futuse generstions oft ASM spaceciatt. The
Building  Block  Fault-Tolerant Computer is g dustributed
computmg system being developed toward that objective. It
Iy ot as tar advanced i development as is the Fault-Tolerant
Spacchorme Computer, but it may be available as an alterna-
tive thght system in the tuture.

2. Fault-tolerance methodology. Many of the techmigues
employed in fault-tolerant computer design can be extended
beyond the computing subsvstems to the ASM spacecratt
system. This has already been demonstrated 1o d constderable
extent ten years dpo moan ASM atudy of the NASA Thermo-
clectric Outer Planets Spacecratt (Ret. 10). Some of the tault
tolerant computing methodologies that can be appled to
spacecratt are Tisted below:

(1) Cuarepul defindtion of faudt ser: In both digtal and
spacecrafl systems, 1is necessarny toocaretully detie
and anaty ze the tault condinons

() Fandedetection algordhms: Followmg o caretul anal
ysis of faults, it is necessary o determme the medhae
nisms by which they are detected. In both duztal and

Zren




(3)

(4

]
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nondigital subsystems, this takes the form of special
sensing hardware and software.

Fault containment: To simplity fault recovery, in both
computers and spacecraft, it is necessary to design the
system so that the spread of damage caused by 4 tault
is minimized. Whenever possible, it is advantageous
to detect and contain faults at the lowest possible
level.

Hierarchic tauldt recoven: Fault detection and recovery
e computers is done in a hierarchic fashion. Recovery
may be implemented at various system levels depend-
mg upon the ortgin and severity ot the tault, This meth-
adology clearly applies to spacecraft svstems as well,

Reliahifin Reliability  und
models developed tor tanli-tolerant computers are

appiicable 1o ASM spaceatatt. The concept of

maodefing: performance
ooy
crage . which describes the eftectiveness of the tauht
recovery mechanisni, 15 very smpostant an Soth come
poter and spaceciaft systems. Extensions ot exisung
relibility und performance models for computers are

recommended for spacecratt evaluation

Validation: Current work on the validation ot tault-
tolerant comp- ters will be upplicable 10 spacecran
svatems. Fault-tolerant compnters and ASM dewign
shonld make it much easier to venty the inteariny o
the tault recovery meclianistns without inserting fanity
imta the svstem. Technigues for and results of experi-
mentyl testing ot fault-tolerant computers will be ot
considerahle value to ASM spacecratt engineers.

(7) Resource management: In complex computing systems
and in spacecraft there is a resource management prob-
lem associated with fault recovery. As an attrition of
resources oceurs due to faults, the system must op-
timally allocate those resources remaimng.

IV. Summary Observations

Reduction of space systems vulnerabihty can be achieved
by moving the controlaperations center functions on hoard
the spacecraft. To do this. an atronomous spacecratt mamnte-
that

Spaceciglt o

nutive  cupabilits v required 1) corporates design

features that permit the tolerate taults and
(20 chimnnates the need tor routine giound contect. The nalie
taty spacecrart are currentiy destened 1or ground-controffed
wanterance. and o tenms of the ASM capabilices desonbed
above,

frealth

they cannes o qutonomousiy mamtan then own

aid welroe The platictary spacecratt deserhed are

dostep choser e rhe gl but gie not there themselbves, Thus,

AAthough <ore poeneenng work e ASM Tias been done. s
th wdbhiion to the enhancement of the cue-

Stll it ey

rent capabiinies that bave alieady been mentioned. the study
Stoup toresees two magor technological developments that are
ASM. These gre (1) a funb-toleranmt daia
Processrrg syatens amd (2) an autonomous navigdtion capa-

needed to cighle

ity (o rednce thie dependence on the contral operations
cantert The study proup v unammous an ity assessment that,
with these developments. the ASM capubility can be made

avatlabie
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The ASM-Enhanced System

. Candidate Design Requirements

Concurrent with the state-ot-the-art spacecratt system and

Aaalttolerant comparer assessments, the stady group deter-

raned

atrnbres,

aset of ASM System regitirements 1o comvey ASM

socthat g spacecratt concept couhd be estabiished

Pheimpact o these requirements on 'atare A Foree space:

ta

LN

stermiy was then gnalvzeds Fallowing aie the candidure

smveptual desten requitements developed trom s study
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(1

VUL A Force spacecratt fane el ateer March 198y
sl osrcer the ASM requirements listed belone. On
this dates the Department o Detense would requure
Al suhseqrent spacearatt prrdhsed toomghade the

tully operationgl ASM capabiling

tPrror to thes dute s destrable to add imcremental
ASM

pratice. s they gre developed )

capabilities, consistent wirh svstem pertor-

The ASM spacecratt shall cperate withonut a grinind
support contro] ik for up 1o 660 davs without degra
dation of performance This i the essence ot autono-
moens opergtions . The spacecratt will function untl
ground support v avadable o destable trom the
vicwpomnt of the ground support team,

(3 The ASY spacecratt shall operare with not more than

(4

107 degradation of kev punctions over o tomontl
period of quronomy, This tequirement w1l set some
sizing constraints, such as daty storage. and require
soime detiition of loss of performance. Tt stiesses
the need for continuous tunction of the spacecratt
on an ad hoe basis 11 scheduled ground support s
not proviced. The 107 tigure is somewhat arbitran
however, at the end of 6 months. the performance of
the entire system shall be at 4 usetul level

The ASM spucecrapr shall meeracs with the ground
supporr segnient for not more than 90 manes fo
portorm i required support functions wWithout per-
tormance degradation Atter o peniod ol autonoemy,
1tas requited that the spacecratt and ground suppost
pertorm all the requited support functions o thus
window. The tuncnons include (4) downhink o1 all
stored maintenance history . (b)y uplink ol all data
load Guch as star tables and ephemens). (<) redun-
dancy management. and (d) testing. Specification ot
the duration ot the support window 1y
dependent The mtent would be an uplink support

misston




(6)

(&)

.'uu’uru hat have heen :/«'ﬁ”u/ o pror,

petiod approximately the same as that required for
non-ASM spacecratt.

ASM shall not change the design lifetime of the
spacecraft. The imposition of the requirement tor
ASM on a spacecratt development is in addition 10
mission-imposed requirements. particularly the design
litetnme. ASM will impuct the design methodologies.
Such design issues as depth ot redundancy must take
mnto account the rate at which resources are used up
with the ASM design so that the total hfetime or
mean mission duration shall not be reduced.

ASM shall not change the performance of the space-
cragr or ity pavioad. All requitements placed upon
the  spacecratt  development for  performance ol
cither spucecratt or pavloads shall not be attected
M the presence of wtonomous spacecraft manite-
nance. The spacecralt must be designed to provide
these periommanee desels i thie dhsence of frequent
Speattic additional

navigation. may he

ground  control nteraction.

spavectiatt tunctions, sach g

requited toomeet the autonomy reguirement. o,
the performance of these functions ey, mavigation
QCCUTACY T MUSE sapport non- ASM

svatenr petter-

IR !’k‘\]lt“‘C”]L’nI\.
e ASM spaccorat shall be abie to recover tron

and the

probabitiee that any particudar Jailure swas dogined o

propt sigll he oo ue

The ASM tuncnons wclude
Sonrtonny the spacecralt perfonmanee ton taults and
cronfem ssmprone andsmohe prescriee of oot
vty e latme s and ipiementing the recover

e ar bath s aem and avytem devels The a

o anadivsas shalt e snttice s compicte thut,

dunmg ihe Btenme o the spacedrad . ai deast U8 7 o
the tatlures (oo where some component s fnled)
will be adentitresd i this munner (the covergee
) Compound tatlutes wherem muluple symp-
tonms ovaur simaltancosly o neair simultancously
durmg the detection and recovery pentod can be

exempted from this requitement.

A8
throngdt a peoriod of cat-orbie checkowt and initializa

Followme  atichi. the spacecrdtt shall  go
donof the same dwrddton ay that of a comparable
TR ARV

dectissed hiere are applied 1o the operational penod

spacecratr The sutonomy regunements

o the spacearatt. whuch is deemed to beein tollowinyg
the on-arbit chechout perind. In the checkout pernod,
mantenance will be under vround vontrol. with
autonomous capubihities turmed anoor oft as appro-

poate. Stce the addrion ot ASM does add certam

)

(10)

(1)

functions. operating modes. and complexities to the
spacecraft, tnese must also be checked out during the
same period. Following checkout. all autonomy
requirements will apply.

The spacecraft shall process and store all onboard
mandgemeni data required for ground support, and
shall telemeter the data during the ground support
periods upon ground command. The capability shall
handle dall necessary data for 6 months. No matter
how contident designers may be of the maintenance
capability of the spacecratt, 1t will be necessaty 1o
leave a record for ground support (an audit trd),
Without this information. the ground support fune-
ton cunnot evaluate the state of the spacecraft and
use the record ot performance to extend the litetime
of the spaceciatt, develop or implement alternative
operiting modes. or improve tuture designs.

The ASM spacecraft shall transmit a message to the
ground at the first opportunity following any on-
board  pault-management  acuvity.  Whenever  an
mcident occurs that requires mantenance acuvity
response to taifure symproms, it is important that the
giotnd be given the opportunity 1o review the action
and o verity the status and mode of the spacecratt,
Thus. 2
activity hud taken place would be sent to the ground

telemetry message ndicating that some

at the first pass over an appropriate ground station.
Fhis type of stpnal may be coded mto the user data
to tngger an alarm at the ground support station.
Sendimy of the message does not ababish the ohligs-
ton ot the spacectatt to aetan the dats tor the
maxinum period, and to continue 1o operate i oan
sutonomais mannet for the established periods.

The ground support shall be able 1o override ASM
managemen: qclivitios for the svsten and the s
sestems, While the ASM spacecratt shall have the
ability 1o pertorm redundaney manggement - tie
presence of an apparent fault o1 prohfem, it 1s neces-
sury that the ultimate control aver these tunctions be
aenntamed at the mound. and that the spacecran
shath allow Tor ground communication that overrides
and can reverse the prior decsions of the ASM 1une-
tions. The capabiliny is necessary so that the svstem
will be able 1o recover from such leammng cuive
unvertainties as mindiagnosed  probiems o1 dewgen
Haws. In this way. nonfaded components may be
recveled back nto the configuration inventory o
the spaceciatt altemate modes of tunctionimg may be
utthzed to make use of partial capabilities of compo
nents. Inoterms of o hierarchical decision tree, the
awround support personnel shall occupy the top level
to maximize svstem performance.
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(12) The source of last resort for jault isolation and recos-
ery shall be the ground support. The ASM spacecratt
shall be designed to recognize when it has been
unable to isvlate, remove, and recover performance
following a tault. When this occurs. the spacecraft
shall take action to protect itselt from self-injury or
dissipation of resources (such as an engine firing limit
cyele that would consume propellant). and await
ground intervention.

Satistying these design requirements implies the movement
of the control of routine maintenance operations from the
ground to the spacecraft. The ground sepment will assume a
supervisory role. alwavs muaintaining the ability to override
ASM actions. but allowing the spacecratt 1o imtally handfe
iIts own muintenance functions. The space segment. on the
other hand. will become more complex due to the added
operations it must perform, including onboard navigation
(eliminating the need tor routine uplink) and tault detection,
isolation, and recovery. To handle these added operations.
tauli-tolerant data processing subsystem and an autonomous

navigation subsystem will be required. The major benefits of

ASM would then inciude: (1) reduced system vulnerability,
because 1t is no longer dependent upon the ground station
or possible incorrect commands by human operators. and
(2) faster recovery trom failures (seconds instead of hours o1
possibly days) because recovery  procedures would  stair
immediately upon fault detection.

Il. Impact on the Ground and
Space Segments

Some examples of operations and mamienance functions
that presendy are accomplished by the ground segment. but
with ASM will be accomplished by the spacecraft. include:

(1) Attitude/pointing commands

(2) Thermal control loop

(2) Power management

(4 Fault monitor/isolation

() Fault tolerant computation

(6) Fault switching

(7) Load switching

(8) Trend analysis

A reduction in ground control activity can clearly be seen. 1t
should  be remembered. however. that in its supervisory
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capacity. the ground segment will have the uliimate suthonty
and responsibility inall situations. As total reduction an
ground control will not occur st one nme. a transition phase
will be required. This phase will enable: (1) inthght measure-
ments of eftectiveness tor ASM over a divene set ot operauny
conditions, (2) the development of undentanduble und pie-
dictable  ASM operations. and (3) sunultancous support ot
both ASM und non-ASM operational spacecratt

The increase in spucecratt autonomy will mean an increase
in the complexity of the spacecratt. While this increase in com-
plexity must not mtroduce catastrophie tatlures orreduce the
payload pertormance. 1t will tend 1o mcrease the spacedrart’
mass. power comsumption, and total costo Given the stuas
group’s knowledee of cuntent and projected technoloay | the
tollowing heunstic estimates were established as reasonable
design voals for an ASM-enhanced spacecratt

Power consumption: ASM - 1077 ot tondl
Muss impact: ASM <0 370 ot retdl

ASM < 1077 ot ite-oaele

CONt

Cost impact:

lll. A Hierarchical Description of the
Space Segment

The tollowing sections describe what the study participants
believe will be the impact off ASM on a generahzed spacecratt
svstent. In these descriptions. the following assumpnions hyve
heen made:

(1) The ASM requirement s added 10 4 new spaceciatt
hetore design,

(2} ASM technologies will be available.

(3

Pavload is treated as o subsyatem. except tor user Jata
flow.

() As long as mission objectives are met. normal space-
craft functions may be interrupted dunmg certain tault
recovery procedures.

A. System Architecture

System wchitecture evolves from the mission requizenients.,
and includes the hardware organization, data flow chaiactens-
tics, and (it a digital system) the hicrarchical operating sy stem.
The system must qudiciously alfocate the available tesources
and. upon comnund. must report all ASM actions (including
parametnic data) 1o the control operations center. Fially,
must abo insme it own o mtegnty (through self-diagnosis) so
that inconect actions and pround system lock-out modes ae
climinated.




An example of a system architecture that could be used for
ASM is shown in Fig. 3. This is characterized by both distrib-
uted and central provcessing system attributes. Efticient man-
agement ol the spacecrufl resources bused upon prespecitied
algorithms require centralization ot high-level decision making.
This would be accomplished by a fuult-tolerant processor.
serving as the spacecralt central controller. augmented by
processors located in cach of the subsystems as appropriate.
In addition to the new subsystems already mentioned. the
architecture should ulso accommodate additional mission-
unique subsystems.

The svsten; architecture example described above is one of

several possible architectures for an ASM spacecratt. While a
detailed investication of the various architectures was not a
part of this study. the participants believe that such an eftort

should be undertaken as one of the Jirst tashs of an ASM
development program.

Whichever architecture s chosen. the study group believes
that a “lavered™ fault protecuon scheme should be used.
cnabling tault contuinment at the lowest possible devel to
minimize subsystem mmterdependencies resulting from fault
propagation (tncluding data contanunaton). Ths tault pro-
tection scheme is allustrated in Fig. 4. In this scheme. mdivid-
ual subsystems. under system control, will diagnose local
tmlures und take corrective action. Ambiguous problems result-
ing from tailures within the interfaces between subsystems
will require diagnostic routines and hardware to pi-pomnt the
failure. Some uniesoived system issues include the problems of
transients, tulse tailure alarms, muluple taults. and  tauls
within the tault-rolerant computing system. Once the system
has been destgaed. test and validation proceduies must be
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formulated. Finally, there should be 4 demonstration program
showing that the requirements for ASM are met without com-
promising either the mission lifetime or payload performance.

B. Subsystem Impact

ASM will atfect the traditional subsystems (atutude and
articulation control. power, telemetry and data handling.
payload. communications. propulsion, and thermal control)
by requiring that they add the capability of diagnosing and
handling their own faults. The conceptual design requirements
imposed on the ASM spacecrafl. Liowever. necessitate the
potential addition of two new subsystems. These include a
tault-tolerant data processing subsystem and an autonomous
navigation subsystem.

The need to integrate independent subsystems with indi-
vidual processing requirements into a control hierarchy for the
purpose of managing and reporting tault-protection leads to a
requirement tor u fault-tolerunt data processing subsystem.
Because of the potential tor powerinterrupt tailure modes.
this subsystem must include hmited nonvolaule backup mem-
ory resources tor selected critical program and data storage.

The requirement for six months ot unattended operations
necessitates an autonomous navigation capability. The prob-
fems of vehicle position and velocity are dependent upon mis-
sion requirements for attitude control and pointing. It involves
the choructerizaton  (modeling) of complex  gravitational
fields. including the effects of Earth figure and multibody
(Earth. Moon, Sun) interactions that perturb the veincle posi-
ton and velocity. As attitude control requirements become
more siringent. more precise models and advanced sensors
permitting real-time drag accelerauon measurements will be
required to complement existing mertial measurement devices
and celestial sensors.

Finally. the requirements tor a six-month audit trail and
onbourd trend analysis to permit fault prediction and protec-
tion necessitates storage and manipulation of a large volume of
data. Without ground links. the study participants believe
additional data storage capabilities. coupled thiough the data
network to the other spucecraft subsystems. will be needed.




Implementation Plan

I. Introduction

This section, together with the Rescarch Agenda of the
next section. describes the study participants’ recommended
plan of attack to solve the problem that prompted the ASM
study: to satisfy the requirement for spacecraft readiness in
the face of the loss of ground stations. [n contrast with the
Research  Agenda that addresses medium- and long-range
academic research for an advanced ASM system of the 1990s,
this section focuses on the near-term (next five years) indus-
trial technology development and. most importantly. the
earhiest possible system-level. proof-ot-concept demonstration.
The plan stiesses delivery of “product™ in a steady stream
from subsystems to a complete system tor the System Program
Offices” consideration and introduction into flight programs.
In this sense. the plan is 4 technology program that is managed
like a project, with focused zoals and milestones to be met.
While there is no provision tor a tlight demonstration in this
plan, a definite goal has been to provide a program thut will
generate continuous ASM technology “fall-out.” which can be
utilized in ongoing programs and in design block changes.

The program described below is preliminary: the limited
resources of the study precluded a detailed program develop-
ment and cost estimate. However. the study participants feel
the proposed plan described contains the essentials of a
workable program needed to meet the future requireinents
of the Air ['orce.

A. Purpose

The purpose of the plan is to recommend a coordinated set
of developments that will give industry a demonstrated capa-
bility to build an ASM spacecratt. and hence, enable the Air
Force to change from ground-dependent 1o autonomous
operational spacecraft by 1989,

B. Goals
The goals of the plan are:

(1) To develop an ASM technology and apply it as early as
possible to existing programs. especially DMSP. DSP.
GPS. and DSCS NI.

(2) To develop, by 1985, 4 demonstrated industrial capa-
bility to produce autonomous spacecraft. so that the
first operational launch may take place by 1989.

C. Approach

The approach taken in preparing the plan can be summa-
rized in the following points:

(1) Involve as many relevant governmental and industrial
organizations as possible. This will create a broad base
of ASM experience, design. and methods.

(2) In support of the first goal, begin work with existing
subsystem designs: ASM implications uand problems
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must be characterized, designs and breadboards must
be modified. and results demonstrated early.

(3) In support of the second goal, begin work on a parallel
system-level analysis, design, and hardware program
leading to a proof-of-concept demonstration.

(4) Use as much available hardware as possible. Develop
and build as little new equipment as possible to meet
requirements. Acquire engineering test models of
actual andfor representative systems/subsystems of Air
Force satellites.

(5) Focus on ASM-required changes only: design life and
performance advancements not needed for ASM should
not be pursued.

{6) Hold frequent reviews and conferences for technical
information exchange with all concerned industrial,
academic, and government organizations.

ll. General Plan Description

The study participants recommend that the program con-
sist of four major elements, prefaced by a three-month start-up
period: first, an activity addressing existing programs at the
subsystem level, producing demonstration products within two
vears: second. a system-level project addressing ASM-enhanced
Air Force programs with proof-of-concept in tive years: third.
applications research directed at filling technological gaps: and
fourth, an advanced system development, aimed at the 1990s,
to provide an opportunity for unconstrained research to
expand capabilities heyond the foresecable future. These
elements are denoted as Tasks 1, 2, 3. and 4. respectively. The
advanced systems development, Task 4. is identified tor com-
pleteness, but because its products would not meet the 1989
launch requirement, resources are not identified. The Research
Agenda elaborates Task 4.

A general view of the plan is shown in Fig. 1. in which the
arrows indicate typical points of technology transfer between
tasks to the System Program Offices. All tasks start at the
beginning of CY81 1o allow program definition and start-up to
take place in the first three months of FYEL Task 1 is a
two-year activity  that assesses increased fault  detection.
isolation, and recovery for existing subsystems. Design changes
will be made and breadboard units will be modified to test
ASM capabilities and benefits. Task 2 is a S-year activity that
includes a top-down system development and the necessary
new subsystem technology developments required for ASM. A
pre-Phase A effort is required to prepare a procurement speci-
fication and to select the contractor for both Task 2 and
Task 3. In Phase A, the mission requirements and spacecraf?
design will be established, while in Phase B, the fabrication,
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integration, test. and demonstration of the ASM system will
be performed. Task 3 is a five-year applications effort required
to develop new well-defined subsystem technologies. Task 4.
through CY85. is performing the basic research for a “second-
generation™ ASM system as mentioned earlier.

. Task Descriptions

The layout of the entire program is showi. in more detail in
Fig. 5. In the view of the study participants. the plan repre-
sents the best method of addressing the urgency of obtaining
an ASM readiness, given the availuble resources. The relative
times needed to accomplish the objectives are shown: reduced
funding or delays in program start-up will result in commen-
surate delays in completing the tasks described below.

A. Task 1: Existing Subsystem Redesign to ASM

The first task is a 24-month effort to characterize the sub-
systems involved with ASM. redesign the breadboards. check-
out subsystem ASM functions. and provide measures of
capability required to accommodate ASM. These measures will
be in such terms as memory size and throughput, Because the
subsystems are well known. it is felt that moditying them 1o
include ASM feutures will be the quickest and most cost-
effective way to size the challenge carly and to incorporate
some ASM capability into the spacecraft. When successtully
demonstrated. the System Program Offices could consider
them for operational use.

It is expected that much of the design work. and perbuaps
the breadboards. would be importunt to the Task 2 ettort.
and heavy interaction between tashs should be anticipated.
The subsystems to be studied are (ranked by therr ASM
importance): attitude and articulation control. power. refem-
etry and data handling (including wpe recorders). payvload.
communications, propulsion, and thermal control. Stiucture
and mechanical devices are not included because their design
is little impacted by ASM requirements. 1t is recommended
that two contractors perform on cach subsystem o gain 2
diversity ol experience tor contractor and program applica-
tion. As no two designs are the same, additional infoimation
will be gined trom this approach to broaden the data base.

The first six months is spent on design study. The subsys-
tem’s fault characteristics will be examined. and the fault
detection. isolation. and recovery technigues will be devel-
oped. The hierarchical assignment of fault recovery between
faults totally handled within the subsystem and those ““passed
on™ to the system for action. will be developed. Evaluation of
the reliability of sensors and switching, which are essential to
“error free” ASM. will be done. Changes in design techniques.
instrumentation. and associated software or firmware as well
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Fig. 5. Autonomous spacecraft maintenance program

as the hardware will be covered. An assessment will be made as
to what benetits acerue in reduced ground maintenance with
the recommended ASM capabilities in the subsystems. In the
next nine-month pertod. detailed design takes pluce. Algo-
rithims tor ASM will be detined. coded. and debugged. Hard-
ware moditications and sottware changes will be made. ASM
destgn teatures mayv be implemented in singlestring tashion <o
that tn this exercise onhy the subsystem under test wall be fault

tolerant.

ln the last year of the program. the breadbourds o1 engi-
neering test models and associated support egutpnient will be
moditied to nclude the ASM features, and then tested. The
testing will be o rigorous exercising ot the tyult-processiny
logic by ijection ot all types ot faulin. The testing will provide
specttic valid measures of  ASM petormance and desipgn
requirerments i osuch terms as menory requarements. speed.
and recovery wgenthms which can be nrilized by various pro-
grarn ottices as appropriate in their ongoing or new programs.

At the conclusion of Task T.impacts of ASM will be clearly
ostablished. Fault churacter will be understood. new sensot
and switching technology will emerge: software und hardware
will be sized to do the job: algorithms for handling taults will
he checked out. many system issues will be discovered for
resolution 1 Task 2. and finally, the System Program Oftices
will have an opportunity 1o assess ASM applicability at the
subsystem level.

B. Task 2: ASM System Demonstration

This second recommended task iy i five-vear activity that
ends in o svstemdevel demonstranion ot ASM. It o knd ow
very mueh as g typical thight project might be. but tuncated a
the svetem test of a prototype spacecratt with nio thyht hard-
ware built, The assumption 1s made that the sy sicm demon-
stiation will be achieved by applyimg ASM 10 one mision.
such as DSP. DMSP. o GPS. but the extension of this ASM
technology to all A Force nussions will be an active design
comsideration. The reviews ate tvpical, with only the System
Test Requitements and  the Proot-ot-Concept Acceptance
Reviews bemy umgue to this progiam. The phases are typical
as wells systems anafysis and requiremenis ceneraiion, sy siem
desipn: subsystem desien. tabncation, and testo and system

mtegration and test.

The anclysis and requirements activity. proceeds durnng the
secomd yvear and culmimates ot the Prehmunary Design Review
with the production of the Misston and Svstem Requurements
document. The actnvaty ancludes minsion impacts. recoverny
strategy . degradation protiles. and data retam stiategy s
faults occur: rehability and sk analvses: operation analyv s
with ASM. thght ground tradeotts. spacectatt system tuult
analysis, develapmient of the “lavered™ fault protection system
architecture: fault detection isolation. and recovery at the sy
tem devel, pavioad mreractuon with ASM: and in-thght naviga-
Hon requirements genetation.
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The ASM system design occurs during the second and third
year. culminating at the Critical Design Review. The design
team will study alternate design approaches: allocate functions
between hardware. firmware, and software: study distributed
vs central computing: analyze performance: write specifica-
tions: and have the usual heavy system/subsystem interaction
on design (including Task | personnel). The key product will
be the Spacecratt System Specification. available at the Criti-
cal Design Review. Another important part of this period is
the system test requirements to be imposed. The design must
allow access tor tault injections during test. which may not be
easy to implement. The System Test Requirements Review
will address adequacy of testing to prove that ASM has a
tlight-ready capabhility.

The fourth and fifth years of the ASM system activity will
be used to redesign, tabricate. and test the subsystems. and
then integrate them and test the system for proof of concept.
Where possible, the subsystems trom Task 1 will be used. but
muoditications will still have to be made to integrate them into
the overall system design. Redesign. fabrication, and test
should take 15 months. The subsystems will be delivered o
system test at 31 months into the project.

The test tacility preparation starts at the beginning of the
tfourth year. and must be completed by subsystem delivery.
Support equipment must be designed or modified us needed.
It must be determined how the fault injection and testing will
he done for proof-of-concept testing. In addition to the differ-
ent states that the tacility will have to test. it must also be able
to simulate the power source. thrusters. spacecraft dynamics,
and mechanical devices.

Finally. system integration begins at 48 months, and proof-
of-concept testing begins at S4 months. The system-evel proof
of concept will be a tull electrical demonstration of the ASM
system, under the test conditions already mentioned. Testing
will be performed n a laboratory ambient environment.

Throughout the program, attention will be paid to any
spacecraft block changes to ongomng programs that may pro-
vide an early opportunity for ASM application. Block changes
will not necessarily affect the ASM system demonstration
project, but if one occurs at an opportune time, some of the
system development may be directed toward it.

The Proof-of-Concept Acceptance Review is the final mile-
stone in the system activity. Test results would be examined
for validity and completeness. and it the review is success-
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ful, ASM will be demonstrated as a viable. implementable
technology.

C. Task 3: Applications Research

Task 3 is a new technology research and development
activity of five years duration that addresses known gaps at
the subsystem level. Two are currently identified: a dis-
tributed fault-tolerant data processor with a nonvolatile com-
puter backup memory. and an autonomous navigation sub-
system. Figure S shows the development schedule tor these
items. It is expected that the breadbuoards for these subsystems
would be used in the system proof of concept. It not avail-
able. appropriate simulators/femulators would have to be
provided. Resources for in-flight navigation are not included
here because it is assumed that currently-tunded programs
elsewhere can be expected to produce the needed breadboard
in 1983.

D. Task 4: Advanced ASM System Development

As mentioned carlier. this effort is comprised of the Re-
search Agenda of the next section. The products of that
research will told into the “second-generation™ ASM system of
the 1990s.

E. Program Cost Estimate

A budgetary cost estimate for Tasks 1. 2. and 3 is shown in
Table 7. This does not include funds for the development of
the autonomous navigation capability. which is assumed to be
handled in another program. These figures should be con-
sidered only an estimate for several reasons. First, the cost of
developing the new technology is not well known. Second. a
specific mission application has not been assumed. and so
candidate spacecraft could not be assumed. Finally. substanti-
ating data was not provided by the individual participants.
For these reasons. a more definitive cost study should be per-
formed in the initial phases of the activity.

IV. Summary

The Implementation Plan presented here, in the view of the
study participants, represents a balanced, focused attack on
the Air Force's spacecraft maintenance problems. System, sub-
system. and new technology elements are all pursued at a level
sized to the ditficulty of the specific ASM challenge while
recognizing the needs for early demonstrable results for on.
going operational programs. The above described implementa-
tion plan is recommended by study participants as the basis
for the Air Force's ASM program,




Table 7. ASM program resource estimate

bl
Program resources. $k

fash Program clement [ F.3] CYsg2 CYH83 CYRS CY8S Totals
| Eisting subsy \l-.'m\h 2 90U 2500 s00 7.200
redesten to ASM
2 ASM system desten® S00 4.500 7.500 7.500 3.000) 23.000
and demonstration
R) Appheations research 6U0 Bt 1.300 23010 1.200 6.200
Totals 4.000 5.800 9.600 9.800 4.200 36.400

TContractor costs only - Al procurement und Mmanagement costs not induded. autonomous navigation development not included
Ergures are Y80 dollars

PIwo contractors per subsystem assumed.

CNInple systemt contractor assumed




Research Agenda

I. Introduction

A research program to support the development of suto-
mated spacecraft maintenance must focus on the most critical
problems expected in that development. A major challenge is
to channel a great deal of fault-tolerance expertise. developed
for other applications. into work that will specifically benefit
the space program. Fortunately. most of the ASM spacecratt
problems are shared by many other applications (e.g.. process
control, avionics, and robotics) and are sufficiently general in
scope to be of considerable interest to the academic com-
munity. This proposed Research Agenda is organized around
specific  spacecraft  development problems. An underlying
cause of most of these problems is increasing complexity.
The basic motive force is rapidly expanding capahilities of 1S]
and VLSI technology. Until very recently, satelhites contained
a few hundred to a tew thousand mtegrated cireuits. Fach
integrated circuit contained a few gates or registers, and the
collection of integrated circuits were combined to form a
system. We will soon fly single VLSI chips that contain thou.
sands of gates and memory cells such thar each chip is itselt s
complex subsystem in u tiny packiage. This can result in an
enormous increase  in functional capabilities in satellites
Onboard navigation, very-high-performunce signal processing,
threat evasion, pattern recognition, and a host of other capa-
bilities will become feasible.
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It is expected that fault tolerance will be an important
attribute of VLS design because of the problems of transient
faults and testability. The very high complexity of Lurge VLS!
systems is expected to result in transient faults every few
minutes. or every few hours. Current experience indicates a
transient error rute in LSI memory of one error per hour per
million bits. Evenaf this rate is reduced an order ot magnitude,
impaired operation will occur unless the spacecraft svstem 1
designed to detect and recover automatically from these tault
condittons, The problem ot thoroughly testing complex VLSI
circuits has only recently been recognized. Many existing
devices are essentially untestable and design taults are uncov-
ered in the field after prolonged usage. Since the only access to
a ftimshed device s through o hmited number of pins. it
becomes nearly impossible to exercise all internal states of a
device contatming  thousands of transistors. Testable desien
methodologies have been recognized as a high-priority 1esearch
problem m industry. and 18 even more critical for space appl-
cations,

New and largely unexplored problems are expected at the
system architecture level of space syvstems. Proliferation of
specialized  microelectromie controllers  in spacecratt sub-
systems will lead to more complex cooperation hetween sub-
systems, between the spacecratt and ground. and perhaps
between  difterent  spacecratt. Consequently. the  sysiem
organization, software. and tault-tolerant aspects of space-
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cratt will have to become correspondingly more complex. A
hierarchy of computing processes is envisioned. This implies
more onboard monitoring circuitry to detect faults before
errors propagate through the svstem, making diagnosis and
recovery extremely difticult. Automatic trend analysis may be
employed to record and discover new error patterns, and
heuristic recovery algorithins may be required to recover from
unanticipated faults.

In summary, there exist a variety of research areas that are
rich in hoth substance and applicability. and are essential to
the development of tuture space systems.

. Research Plan

Recognizing that resources are limited. the following re-
search plan is broken into five areas that are essential to future
ASM development: (1) VLSI technology. (2) architecture of
advanced ASM systems. (3) software fuult tolerance. (4) mod-
efimy and anabyvsis, and (5) supporting development. In terms
of criticality . they are listed in descending order. Subsystem
technotogy and especiully related VLSI issues must be resolved
no matter what architecture is chosen. An understunding of
system architecture is necessary to make modeling and unalysis
more useful and relevant.

A. VLSI Technology

Testing of LSI devices is a serious and expensive problem
in current spacecratt. It will be o critical issue in ASM systems
because 11 is necessary to detect faults very quickly atter their
oceurrenice. so that autonomous recovery mechanisms can
restore the spacecralt to normal vperation with mimntal dis-
ruption ot pertormance. This research area has two compo-
nents: CEy selt-testing VLSL and (2) on-chup redundancy .

1. Self-testing VLSL. The first goal of this component is
to develop methodologies to design VLS chips that are
(1) thoroughly testable prior to normal operation. and (2y selt-
checking. A methodology tor desigming selt-checking circuitry
has been developed that allows the chip to detect internal
faufts concurrent with normal operation. We must learn to
design o chip thut will be tully exercised and tested during
normal operation. Even it we can detect a tault when it occurs.,
it may be months or vears betore a complex chip in normal
aperation enters g taulty state. Thus, development of “easily™
testable circutts is a high-pnority research item,

2. On-chip redundancy. A second goal o1 this tesearch is to
mvestigate the use of on-chup redundancy toamprove yield and
chip rehaality - Although the existence ot catastrophie tailure
modes make 1t necessary to back up individual chips with

spares. the use of on-chip redundancy may greatly improve
chip reliability and system life.

B. Architecture of Advanced ASM Systems

This area includes the hardware and software organization
to achieve fault 10lerance in highly complex ASM spacecraft.
This work must take into account the trend toward prolifera-
tion of computers in spacecraft subsystems, and it should be
directed toward future space systems in which dozens of dis-
tributed computers may be used. [t should address the impacts
ot VLSI in spucecratt architecture, performance, and ASM
capability . 1t is expected to support ASM spacecraft develop-
ment beyond 1990.

To effectively involve the academic community in space-
cratt system research. it will probably be necessary for the
USAF to develop a set of strawman system requirements,
Most members of the academic community are not familin
with the unigue problems of space systems (e.g.. power.
weight. volume. uplink and downlink. instruments. testability.
comnuind intertaces. and subsystem operation). Thus caretul
problem definition is required to focus this work toward reul
space problems. Such strawman systems might include a robot
tor in-space assembly. or g satellite that must correlate and
make decisions on multiple sensor inputs.

The tollowing architectural tasks wie highly mierielated
(c.p. hardware and operating svstens studies ). and mechanisos
for frequent mterchange of information between groups work-
g in this area are very mportant. A sernies ot workshops nught
be one such mechanism.

The tollowing tasks have been idenutied: (1) organization
studies. (2) operating systems Tor large hierarchic space sy
tems, (31 recoveny by problem solving. (40 tault tolerance
in very-high-performance processors. (5) aichaecture
development.

Underiving Tasks 1 20and 3 s the need 1o develop g hies
archie model of coiapien distnibuted tunctions i ASM space:
craft, and maodels of the interfaces between spacecratt subsys
tenis. Computing m cach spacectatt subsystem pencrates o
Sviuttal” dittal ntedtace between the subsystem and the
spacectatt system, Models ot these intertaces should indlude
cenerabized tault montonng and recoveny functions at cach
level ot the hierarchy. Such models may lead to msighty on
how to stiucture these miertaces to improve software reliail-
s and taalt recovery . as well as simplified commanding and
svstem integration.

1. Organization studies. These studies will include postu-

lating tault-tolerant distuibuted. and  hicrarchical computer
architectures afong with communicaton tormats. and sottware
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executive structures that are applicable. The first goal of this
component is to pertorm tradeoffs and pinpoint the relative
capabilities and limitations of the postulated architectures
with respect to spacecraft performance and fault tolerance.
The second goal is 10 develop specific fault-tolerance tech-
niques for use in these types of systems. Among the fault-
tolerance questions to be addressed are:
(1) How cun reliable clocking and synchronization be
carried out between the multiple processors?
(2) How can embedded processors with their numerous
input/output pins be spared?

(3) How can nonhomogeneous specialized processors be
handled. especially when fault-tolerant architectures
are biased towards a homaogeneous pool of processors?

(4) How is executive software organized to support re-
covery. rollback. and diagnosis?

—
(¥}
-

Can the system be designed to tolerate software errors
through fault-containment?

(6) How does one design virtugl interfaces that partition
sottware between various computer modules?

-
-1

How is redundancy distributed? What fault detection
1s provided at the various sensor/actuator levels within
the computer, subsystem, and system levels? What
are the levels of sparing employed on chips. between
chips. and between subsystems?

(%) How well can tault-tolerance features be made trans-
parent to the user?

2. Operating systems for large hierarchic space systems.
This research is directed at developing operating system con-
cepts best suited to complex distributed systems. Issues to be
addressed are:

(1) Hierarchical partitioning  of executive functions
globat/local.

(2) Effect of alternative executive structures on applica-
tion  software reliability . testability. and fault-
containment.

(3) Interachon of executive with hardware and software
fault-tolerance mechanisms.

(4) Provability of correctness of the executive.

(5) Robustness the ability of the operating system to
survive errors in applications software.

3. Recovery by problem solving. Many of the techniques of
artificial intelligence and problem solving may be applicable in
dealing with unanticipated fault conditions, or with operator
errors. This task s intended 1o develop heuristic techniques to

deal with this class of unexpected faults and possibly
SOME errors.

4. Fault-tolerant high-performance processors. This ures
includes the processors that will be or are being developed
(e.g., signal processors). Techniques to achieve fault detection
and recovery. and also to integrate such systems in ASM sutel-
lites. require investigation. This is especially true because many
of these systems will probably not work without embedded
fault tolerance due to a high transient error rate brought on by
enormous complexity.

5. Architecture development. To use ASM in u satellite.
the supporting technology must be in place. Project offices

are usually in no position to accept the delay and risk of

developing new technology. Thus. this research program
should develop one or more fault-tolerant computer sysiem
architectures to at least the breadboard stage. Fault-tolerant
architectures are sufficiently complex that it is necessary to
build and test them to understand their behavior. 1t is expected
that the selection and design of these architectures would be
outgrowths of current architecture developments (Software
Implemented Fault Tolerance. Fault-Tolerant Multiprocessor.
Fault-Tolerant Spaceborne Computer. and Building Block
Fault-Tolerant Computer), which would be heavily influenced
by the organization studies above.

C. Software Fauit Tolerance

This research area is concerned with developing reliuble
software for distributed computer systems for ASM space-
craft. It includes three areas of study: (1) svstem partitioning
and interface definition to improve software reliability,
(2) selt-checking flight software, and (3) fault-tolerant
software.

1. Partitioning and interface definition. This task is tightly
coupled with the architecture studies. The partitioning of
functions within a distributed system and the virtual inter-
faces between subsystems have a very large impact on the
complexity and reliability of applications software. The goal
of this research is to study tradeofls between alternate parti-
tioning and interface (command and data) definitions and their
impacts on software complexity and reliability. (Such issues as
the degree of system vs local control of a subsystem. timing
requirements on commands, acceptable communications
delays, scheduling strategy. and internal software structure,
are involved in these studies.)

2. Self-checking flight software. One goal ot this task is to
develop methodologies for detecting faults in apphcations
software as it is performing its normal operations. This in-
cludes the inclusion of acceptance tests in the flight programs
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and 4 variety of other software fault detection .nechanisms. A
second goal of this task is 1o develop veritication and valida-
tion technigues. to prove the effectiveness of this sell~checking
code.

3. Fault-Tolerant software. This task is intended to
develop techniques for developing software that operates in
the presence of programming errors. This is a ditficult area that
involves the use of software tault detection and the execution
ot redundant code to recover trom design faults.

D. Modeling and Analysis

In the development of advanced ASM spacecraft systems, it
is necessary 1o develop experimental testing techniques to
verity the effectiveness of the built-in fault-tolerance mecha-
nismy. Analytic statistical models that use these experimental
results and component failure rates are then required to pre-
dict the reliability and performability of the ASM spacecraft
as o function of time. This type of modeling is essential 10
determine if 4 given spacecraft design will meet its objectives,
or to perform tradeofts between competing design approaches.

A second class of tools needed in ASM development are
functional models and design languages that can tacilitate
design and verification of ASM systems. Such tools could
provide the capability of specitying and simulating operations
of proposed systems. and allow changes and improvements
hetore a design is tocked into hardware. A second important
use of design languages and functional models is to provide a
basis tor tormal verification of a design before launch, and
validation  of  command  sequences 1o an orbiting ASM
spacecratt.

The modeling and analysis area is broken o three compo-
nents: (1) experimental testing. (2) statistical modeling. and
(3) tuncnonal description. modeling. and venfication.

1. Experimental testing. Spacecratt testing. slready a dif-
ficult problem. will become constderably more complex with
the mtroduction of ASM. A sigmlicant problem is how to
test these tunctions that are dedicated to autonomous mainte-
nance. The goal of this component iy to acquire 4 deeper
understanding ot testing problems peculiar 1o ASM. and
develop test pgeneratton and test applications methods for
solving these problems. Among the problems to be considered
that complicate testing are: (1} testing at many levels in a
hierarchy. (2) the possibility of many combinations of input
events and many onanticipated faults. (3) the need to test in
an artificial environment. (4)  wear-out  phenomena. and
() the development of specific tests required by statistical
reliability models.

2. Statistical modeling. Probabilistic models of ASM space-
craft are needed to assess the probabilities of performing at
various levels, ranging from full performance to failure. over
the projected life of the spacecraft. Such models are being
developed, but have yet to be extended to complex. hetero-
genous spacecraft systems. The goal of this component is to
extend current methods, developed primarily for computer
applications., to accommodate additional complexities in
large, heterogeneous spacecraft systems. A considerable
advancement is required over existing models to deal with the
complexity resulting from dependent subsystem fuzilures, and
the models must carefully relate to testing results as input
parameters. Special emphasis must be placed on modeling and
analysis of transient faults, since transients are expected to be
a major problem of VLSI technology.

3. Functional description, modeling. and verification.
Spucecraft systems are complex. multifunctional real-time sys-
tems with many different types of physical subsystems.
Although functional models may exist for many subsystems.
functional descriptions at the spacecratt level are typically
informal and incomplete. With the additional complexities of
VLSI and autonomous maintenance, informal design methods.
particularly at the system level. may no longer produce the
desired results (witnesy the evolution of computer operating
system design methods).

Onc goal of this component is to investigate whether
design languages, such as those being used in the context of
computer and computer-based systems. can be usefully ex-
tended to facilitate spacecraft design. Of particular relevance
are languages that call tor timeliness. fault tolerance, distri-
huted resources. and concurrent {parallel) execution of tasks.

A second related goal is to develop uniform functional
models (abstract representations) of autonomously maintained
spacecraft. The models sought are hierarchical models that
relute high-level functional behavior of the total system to
lower-level subsystem functions and interactions, both during
normad vperation and in various modes of tault recovery or of
degraded operation. This type of model can facilitate the
design process and may. in the future. lead to design automa-
tion tools for spacecraft design. Functional models might also
be used to formally verify the system.

With the increase in logical complexity required for advanced
ASM spacecraft. model-based cvaluation and testing may not
suftice to provide the desired confidence in the system. The
third goal is 1o investigate the possibility of extending tormal
verification methods (such as those being deveioped for pro-
prams. operating systems, and at least one avionics processor)
soas o apply to formal descriptions of spacecraft.
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The areas of specification language. tormal functional
models, and formal verification techniques are intimately
related. and uare thus grouped into one component in this
plan. This represents [ong-term, high-risk research. but the
payoft can he ¢normous

E. Supporting Development

Two supporting developments have been suggested by the
research group. The first. of immediate urgency, is ASM data
base development The second is development of a spacecrati
laboratory for ASM integration patterned atter a similar
development within NASA.

1. Data Base Development. A comprehensive data base
should be established for ASM development. It should serve
as 4 repository of two types of data.

The first is statistical data required to determine values of
purameters tor reliability and pertornrance models. Currently
used data is often incomplete and inaccurate. Data sought
should include piecepart failare data (particularly transient
tailures), data on VLSI failure mechanisms, and data on sub-

system failures. system failures. and that on the environment
gathered [rom past missions.

The second type ot data is information on existing (perhaps
generic) spacecraft systems and subsystems, and information
on redundancy and ASM techniques already being used on
spacecraft. There is a significant problem of technology trans-
fer between spacecraft designers and researchers. This type of
data base would provide a muitidiscipline exchange that may
be indispensable in advancing the state of the art in ASM.

2. Spacecraft Laboratory. This is a much more ambitious
development. It would censist of a computing facility for ASM
spacecraft integration (analogous to NASA’s Airlab for avion-
ics systems). This is envisioned as a facility where spacecraft
simulations would be provided. New hardware/software sub-
systems could be integrated and tested using the system. and
new system designs could be developed and simulated. Such a
facility would be used for experimental testing of prototype
spacecraft systems. It would be national in scope and provide
both access and a focus for information exchange between
manufacturers and researchers.




Conclusions and Recommendation

ASM is a logical. evolutionary change to the Air Force's
concept of space system operations that results in the transfer
of functions trom the ground segment to the space segment.
With ASM. the role of the ground segment becomes one of
supervisory control and operations management. rather than
detailed control of operations. Experience has shown that,
venerally, spacecraft have enough spares to meet mission lite-
time requirements. so additional redundant parts are not
necessarily needed tor ASM.

In the opinion ot the study participants, the present system
and current spacecraft operate quite well in that mission abjec-
tives and user data needs are satistied. The present space seg-
ment. however., wuas designed to operate with man and his
ground control function as an integral element. Successtul
space segment operation currently requires closure through the
ground segment hoth before and after the occurrence of faults,
ASM will remove this requirement from the day-to-day activ-
1ties ot space segment aperations.

. Conclusions

The following conclusions are those of the study group
participants and result from analysis of the matenal developed
during this study.

1. ASM would reduce the vulnerability problem. There s 4
need 1o decrease space segment dependence on the ground
segment because the ground segment is vulnerable to baoth
hostile action and operator error. By eliminating dependence
on the ground segment for fau't detection. 1solation, and
recovery management. and for roatine operations functions
such as power menagement and ephemeris updating, space
system vulnerability will be significantly reduced.

2. The ASM capability need not impose operationai con-
straints on the system user. It anything. the user should per-
ceive a more responsive spacecraft with ASM present. New
procedures for user system operations and data retrieval
should not be required. Data outage resulting from most
internal faults would be reduced from hours to seconds,
making the ASM capability virtually trangparent to the space
segment data user

3. ASM would require a change in the conduct of opera-
tions and control. The rule of the ground segment in system
operations must be redefined. Detailed control of routine
operations and maintenance functions would be assumed
the space segment, with supervisory ground control. Supervi-
sary control would be mamtained by an audit tranl capabiliny
that would provide nonteal-time (up to 6 tionths) visshihiny
into maintenance actions. and by the capability tor ground
segment override of space segment autonomous actions
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4. ASM would add complexity to the spacecraft design;
therefore, new methods for specifying, testing, and validating
ASM-augmented spacecraft are needed. Concepts for specity-
ing, testing. and validating ground-based. fault-tolerant pro-
cessing systems have recently been developed. Interaction
between computer and spacecraft technologists dunng this
study has shown these concepts to be applicable to ASM. New
methodologies tor design and analysis are required to address
such ssues as fault coverage and recovery fatency . measures ot
etlectiveness. risk assessments, and proot-of-correciness.

5. A more effective means of transferring technology from
research to applications programs would be required. The ASM
study has served as a forum for the exchange ot technology
between researchers and application specialists. A continuation
of information exchanges between these two communities will
increase the level of awareness of both the technological prob-
lems and their potential solutions. As noted above in item 4.
the collective experience of fault-tolerant data processing sys-
tem specialists can serve as a surrogate for guiding the evolu-
tion of new spacecraft methods and new technologies required
to satisfy space segment environmental constraints.

6. New technology developments would be required. Two
specific technological developments were identified:

(1) A highly reliable fault-tolerant computing capability
with nonvolatile back-up memory to enable autono-
410US maintenance.

(2) An autonomous navigation capability to enable inde-
pendence of routine ground operations.

The fault-tolerant computing system is expected to have
complete authority over spacecraft resources employed during
tecontiguration by using hierarchical recovery management
algorithms,  diagnosiic test procedures, fault-trail reporting
mechanisms. and normal spacecraft operations. This authority
must manage contention for system resources and manage
subsystermn interdependencies arising during anomolous opera-
tions The conceptual design requirements for 60-day/6-month
autonomy necessitates moving the navigation function from
the ground to the spacecraft.

7. A strong corporate commitment to ASM by the Air
Force would be required to make ASM successful. The imple-
mentation of ASM would be a phased program, with the
spacecraft fleet evolving from non-ASM to ASM spacecraft
over g penod of several years. The spacecraft would not

instantly become totally autonomous. The pace of ASM
development and implementation would depend upon the
resources, technology. and chosen program applications that
are provided. To plan the implementation of ASM and coordi-
nate the actions of the System Program Offices and the
ground segment, a strong, long-term corporate commitment
would be needed This would msure successtul integration of
ASMnto the Air Foree's space system

8. Confidence in ASM must be instilled by creation of a
systematic modeling. analysis, and demonstration program.
Total confidence i ASM will result only atter operations are
proven to he predictable and  understandable. However,
proof-ot-concept  demonstrations  of such ndividual - ASM
capabihities as battery reconditioning, autonomous recovery
tfrom bus undervoltage conditions, and autonomaus computes
self-diggnoses, will help provide early confidence i ASM.
Contidence will be further established during the transttion
phase when quanutative figures of merit for ASM and non-
ASM  strategies  can be  developed  within the  thght
environment.

9. ASM is a viable concept. ASM s the technological
ntusion of ground-based funcuons into longlived. highly-
reliable spacecraft. These tunctions are well understond and
operating successfully on the ground now. Precepts borrowed
from faulttolerant computing will provide puidance for eval-
uation of tault-detection. solatton, and recovery techniques
appropriate to the space environment. Other studies are in
progress that will provide nsight inta the solution of the
autonomous navigation problem. and no other technology
gaps have heen identified. Thus. ASM is workable and. given
the urgency of the present situation, it should be started now.

Il. Recommendation

The study group recognizes the need for ASM. and has
found the technology available in today’s spacecraft systems
1o be a good foundation from which to proceed to ASM.
The plan presented is practicable it aims at a series of prudent,
gradually expanding (from subsystem to system level) capabil-
ity demonstrations. The study group therefore recommends
that the Air Force proceed with the technology development
and research programs as outlined in the Implementation
Plan and Research Agenda. These programs would provide
the carliest possible demonstration of ASM as a valid system:
level capability . and lay the research-oriented groundwurk for
the “second generation™ ASM of the 19905




P

(%]

2

1.

References

Tov. W. N Fault-Tolerant Design of Local FSS Processons.™ Procevdings of the
EFE Vol 0o, No. 10 Octobet 1975 pp. H20-1 145,

CKatsuki. Dooer all Plunbus  An Operational Fault-Tolerant: Multprocessor.”

Proceedings of the IFEE, Vol 66, No. 10, October 1978 pp. T1do-11359.

S Cooper. A Eoound Chow, Wo T “Development ot On-board Space Computet

Suvstems.” IBM Journal of Research and Developrient. Vol 200 No. 1 January 1970,

PP SA19.

. Gilley . Go. “The Fault Tolerant Spaceborne Computer (FTSCL American Astro-

nautical  Socicev, Annwal Rocky Mountain Guidanee and - Control Confercnee,
February 24258 1979,

C Renniels. DAL Architectutes tor Fault-Tulerant Spacecratt Computeis.” Proceed:

ings of the [EET Vol o6, Noo T, October 1978 pp. 12551268

S Hophins, A LT et al FIMP A Highly Reliable Fault-Tolerant Multiprocesso

tor Alreratt. Proceedigs of the (L0 Vol 66 Noo 10 October 197N pp.

12204230

S Wenmsley. JoHL et all USIF T The Desienand Anabysis o a Fault Toterant Computet

for Afteratt Contval.” Proceadings of dhic 181 Vol oo Noo 100 Octaber 97N,
pp 1240-12355,

Stewioreh. D P e all TA Case Study of Cmmp. Cm*oand Covmps Part B baper
ences with Fault Tolerance o Malt.processor Systenis.” Procecdings of the 11LL
Vol oo, Noo 10, October 1975 ppo T 2 HTY,

CGault, 1OWo Livedn KOS Clan, )0 B Vadiderion Methods Research for Fault

Tolerwnt Avwnes wid Conrod Svstenis — Workitg Group Meetng 1177 Conterence
Punlication 2130, Natond Actorautics and Space Adninstration. Washington,
DO Tasu

Advanced Svstem Technology
SN0 Jet Propulsion Laboratony,

Thermovicctric Quicr Ploicts Spacecratt i TOPS
Projec: Final Reporr. Techimca Memorandum 33-
Pasadena. Cabit - Apni 1073,

3N







